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(54) METHOD FOR PROTECTING EXECUTED PROGRAM AND ITS DEVICE 

(57)Abstract 

PROBLEM TO BE SOLVED: To stop reading of secret 
information of a processor itself by immediately stopping 
execution of an execution program when the execution 
program is detected to be forged before the specified 
execution program is run. 

SOLUTION: A message digest processing is executed by 
branching a system into reset entry addresses of 
incorporated RUM/PROM after the system is reset In 
this case, a message digest MD* is assigned to data byte 
obtained at the end of each processing. A message 
digest MD at editing is collated with the message digest 
MD* before which the message digest processing is 
executed whenever the execution program is run. And 
when the message digest MD at the editing and the 
message digest MD 1 after the message digest processing 
are not coincide, the execution program is judged to be 
forged and the execution of the execution program after 
that is stopped. 
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■fe y hST^T. ffi&amfT7Btf<7L>Wffi7tito 

sesaamaiapgfc : ±ESM8H*ai8isitcfc^T±E*Bi 
©* -y-b-^ • h^m^o^^yttftjitf 

U 

±E$ftf*tij6MKl:x 

±K^7n??A*«4»^t*w*«uiiR»i: ; ± 

• ^^xx^gsnft^fe-^'^^xxh-T? 

fe 5 ffi 2 © * -V fe- 9 ' 94 9 x X h Jilt 8 » 2 (0 
•^S'xXhttlHIMH: ;±E82©*-y 

t-y-^^iXht, ±tesm^^-yfe-^-^ 
49xX h t *fH&t 5 * -y *- f • 94 9x x k m-s 
tmt : ±E* • 949x7 h^-&SPgfctet/> 

T «8^*W 6 tt&fro ft t * tes ±K*ff 7n ^7 A* 
*««tiT^^*fc*IWt*i8aW"J3tJSBfc : KioTl 

±EIS&Bf©;* -yfe-f • W-^iX ±EVM& 

fe<y h^ffc-pts fflj£0«?7ojf9A*%fTt*tt 

±tHHffyD^5A*^ffl?nrv>*i:^««iajt 

ittsHfrtfib^Sfc ; **t*ck*W»J:t**fi 

o ^ 7 fe- 5> • £V fx x h * * y tc® t &ir 
u, 

±E*ffifca¥8«> 

±Ef^/ny5A*«4§ffigt*i«#ffli#»i: ;± 

tEBg^i&SSftfc^fT^n^A©*!^ ^-yfe-f 

• ^f xXhS!lS?nfc^-yfe-f • Jf-^ xXhT- 

• §m 2 <0 ^ -y fe- f • 94 9 x X h «*Hrt- 5 M 2 <D 
ptyfe— >• • jf-fs? xXMSiaJ^St ; ±IBB2(D^<y 



(2) WIST l l - 3 9 l 5 8 

2 

■t-9 • 949s.* V ±&m*m>* -y fe— >* • 9 
4 9 x7bk*m&?%*v -t-9 -94 9 x7bM.& 
3M£fc : ±K* v*-9 • 949x7, hflB£*»fc:fc^ 
T«»>WI6nft*»-9 ft fc f fc, ±fBH?7^o ?5 Atf 

as*ftT^*fcw«tsiS«pj£#ai: ;k£?t$ 
«*nr^tci:*««kt*itff^Dy9Ao«H« 

Be 

*W«ktS3ilfT^ny5AOffKK«. 

t»m?*9t, jwe©siff^n^5AjwtfTt*(» 

tC s lEIIfT^D^A^SSnT^SCfcfcfcttrt 

ZWmmWtt ; ±E*®l*aj3M&*cfc^T±E*fi 

*><t*ai£nsfc> m&fs~?v?7k<Dnmu%K>& 
20 c§s*3S8] m%.<Dg?T'7u9?L*mmu coi« 

S nfcUff y a y 7 L<0 * -y fe-: ^ • 94 9 x X h t?^ 
^ y fe- 9 •949x7,Y £f?i£<D 'J »£ 

wr&tswim?)* v-t-9 • xx hst 
; ±ESiffyD^9A*ii«««at*«««ai¥a 

k : ±BWHWaa?tifcSlff^o^A©ififr6v p<-y 
fe-f • 949x7s h9mZftrz*vb-9 • ^f x 
X hT?£5^2(D^ -yfe-f • ^J>xXht»lH« 

W2©^y*-f • 949 x7hmta^mt ; ±12^2 

<D*-yfe-S> '949x^bk. ±%mm<D*vb- 
30 9-949x.7.h£%m&+S*y*—9'949x.Z 
h Sg^^S fc : ±IB?« -y fe— f • 949x7b mtt&& 

9Aiw»*nTv>*twKt*?ww3e#sk ; ±ta 

3UWJ»f^ Sfcte^T±iB»®ft' 5! PJ»T^n5 fc » ±!BH 
ff7ny9A©*fT*«5fcff±t**iT#±¥Ri: ; 

®tft3>ex-^ BE9nrffifteff»(4c 
[0001] 

«arr*»s*jj:tf*o«iKHt*. 

[0002] 

\as^T, cn^offls^»snt5tscpufc, y 

n^AOHtT^^y (RAM) k, Mfyo9^L<0 

r-^^^ev (rom) tfj\ m^cmicmis,st\. 
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[0 0 0 3] ±EM#*cfc^Ttt. ±^mn^=ev. ± 
flic, JBH#tfBIJ»«fc«iE-rntfs ±tmfi7v77 

L<onntmmm^ommn mm) m& 

[00 0 4] 

a - gjsmimommmx- kc b i taw^n v * 
[0005] mmm - %j*im$<owmm#- p c 

B Hi. SaSSB (CPU) 1 It. T-itt^VtLX 
OR0M12t Hfjv^y fcLT<DRAMl 3££l 
^y^fc»XbfttOT»**. IWl 4tt, -fV 
*7x-Xg|5T*$>tK «F9l 5tts A-FI/FBT* 

[0006] c^^c, Hfr^U fcx-^^yi: 

meteor, ®msiicm%mmz*£. uemmm 
ansa) *mm&m%m%ct&Tzsmx$> 

[0 0 0 7] o* 9, ±BOlMrx «<MfctellT»*« 
±f2*Bffi1fl*S (BBR) fcBOfflfftflafelSfT 

**ct*«iw±*flrKre**. tft^T, jjbbb 
t^T-t. sk, nsu^&oiatfcfcswaiSiBostH 

[0008] UfrU ±feo<k^tci^-yy{ktfci:L 
Tfes rami 3©rtB*ak:--*-ft»& ±fa$aag® 

[0 0 0 9] $fcs ±IB©J:9fCl^y7 p {tL/'ctLT 
tv Hj6l8?ffi^SR0M«*&#Sfi*?!lfflbT\ 
ROM 1 EOrtS^WLfcf&'f's RAM13*gP# 

So 

[0 0 10] *5SIU3fclu l^yT^EpfCF ROM (75 
•yi'a^'J) §OR0Mi:R AMfcSaaSPt*^U 
TBtfSnTl^SL S I ICfc^T, &*igE®i#0«tfg 



(3) ftffl¥ 11-39158 

mm mam <D&#tu l*ib±* s c t $ 

ft, MK^8flaKB<oi(l9U«;^'iifl>«l&it-r«!: 

[00 1 1 ] 

■fey h&Sfctti/XrAy-fey htT-$-3T, mS<DH 
[00 12] 

3WtW-pa&*«fr7 , n^5i,OfilW»BP P 1 *jjVf7 
Dy?0T'&S,> 

[0 0 13] j^7*oy?Z»0ffi«BfiP P Hi, CP 

u3r?fl&*snT^*iaa8P2 1 t. tL 

T<DROM2 2fc, mrt^V tLT<DRMA2 3£, 
4y97s.-7M\ At. *-H I/FBl 5t. ffi§g 
20 R0M2 4 fc, &3SRAM2 St. 9Wim* : eVV£ 
SP2 6fc*lTt5fc©T*fc5. 
[00 1 4] Sfcu HfWJtLTOR AM23fc, 
t-jM^'J ttT<DR0M2 2t, «jaS&2 1 ■< 

y*7x.-7M \ At. Hmmtzv&mm d t 

^tfi^yTttsntv^,, 

[0 0 15] jaagP2 lit. A7-*>>J-fey h'^t/c: 

«<36fT"r*Wte» ±BBff rn ^9A*%B«nTv^* 
30 ct&®mz<!Stm®m&<omT'&t). ±mim®m 

JSO^t'J £«*j&tfBMB#<Dp<'y-fe-5> • ^-f -7xX 
[0 0 16]**5s r^y-t-j;. jt<{i?xXhi tt> 

^>yt-^ • *v*xx ho*f^i:*5iH3S: (±fanss 

[0017] ?6»c, ±team&ta?&^ ±§3^7 
xhsaa^nfe^y-fe-^- ^^xxhTfe%m2o 

JiSxXht. ±tmmft<D ?t y -fe-i> • fxX h 
50 yfe-: ^-^^xXhB^Sfc, ± 
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[0018] CCT, r^-y-fe-SJ. PJUxXhl 
it, ±EMMWte*^TW^ -»l*Itt^yS/aH»tJ: 

;l/J'JXAtUT*i, MD 2x MD5, SHA-lW 

^ (MD2, MD 5, S HA- 1 KOt^THu I" rpg4| 

90 o *fc, ±«3-»l«tAyS/aMlCtfW)UR*« 

-S> •^J/'iXh **8W 5 J: 9 ic LT «fcv\, 
[0 0 19] SZlt. ±V8XMfflKt5tt 

[0 0 2 0] @2IC/W^ ; e l J' : ?77'(t R AM 2 3D 
©tfgtfcMsWBStU Page0M>3geNT-$/jK2nT^ 

[002 1] PageOfcfci, ;*-y-tr-i> • $4^x7. h^a 
SOfcfcOIMMIfcs Paje0tel8"r*«MS<D;*yte- 

[0022] &*5. *y*-S>« *VS>xXh>i!iaf * 
±K<0J:9tc s MD2v MD5, SHA-l^FO 
3 5©£©7;l/:JUXASffiffiLT*,,J:V>tf. ffi^Page 

•fctefiOTf S7;l/rfUXAi:, mSPageJc-O^THfr 
Xd 9=7 A^ff S-tt^Mfc^cDPagefc^T ^ «y -fe— 5> 
• *^xXhffi8*«Wftteffiffl'r*7/i/:iyXAfc 

[0 0 2 3] Page 1 {Ctt, ^©{fiOg^Xo^Ai:, 
Page 1 fcMf •5^«B#cq^ -y -fe- s^.^^iXhMD 

h&m&lcit. Page 1 fcWf 5* -y Hr-S> • 
hftSao^-yfe-S?- *V^xXhMDi ' i)\ Page 
1 (C«M?^«. 

[002 4] Page 2 ^©SPagefcMu Page ltcfctt S 
rtStH«©rtfiW««Stls *©ffl©Hf7Xn?7A 
i:, *<DPagetcM-r3fflfly$<D;< y-te-S? • ?<(*Jx7 

htmmn, *-y-t-v>- Xf^xxn&a 

»ctt, *©PagetcH-f3;*-y-fe-S>-X'i';>xXha!l 
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mm> ^yt-S'-WxXh /A ^-OPageJctSiW^ 

ns. 

[002 5] ^-yt-^-^^xXI-jiaia, 

1T$> *) , &Page© ^yt-^-^-AXh 
*«««:*U Page0©*>yfe-^ • ^^xXUGi 
tt, &Page©;*y-t:-: ^-^xXhtt*, 

E2fctt, Page0fc©2M-yfe-^' Wi'xXh 
J!ia^lB««nTV>5*V Pagel W»©£Page»ci3^T 

too 2 6] rf|fj:/oX5Aj it. fcfcAHMt 

^«aa*«8fiaa*sejEuft^n^7AT**o 

Vx7 Haa©Xoy7AW7l.©||fTyn^AT'fc 

[0 0 2 7] *fc, ±K§SSIffiJ©l&mco^TKfPi?- 

[0 0 2 8] H3tt, ±fEHfi8W|{c43^T, ^tXd? 
20 7A©<St8&ilP P 1 *«rr*fc*lCJ5W*»fls*jj* 

[0 0 2 9] £1\ Page©[J§8(n£ Toj fcb (S 

1) » Pagente»*iMr«**fT^o^9A*o-F , r 
§ (S 2) 0 ^LT, WWO^^fe-f'^fxX 
hMDn*<fe*u (S3) > ±i3Hm^o^ , yfe-s ? - 
WxXhMD. =S\ t£SPage©R&© 1 

»*&tr (s 4) . 

[0 0 3 0] &tc, Pagenfcmt&tr^tl^TXDXv 

Afco<,">Tp<-yfe-s> • ^^xx hsaa^HfT-r^c 

(S 5) , lPageft^Xn^A*;**-'; 2 3£§t& 

*o«*ii*nftrtS*Wfc-rs (se> , ft 

T, «***afcrtS*PageJHttT P R OM 2 2 
» (S 7) s ^OPagefco^T±fBffia (S 2~S 7) 
**fft (S8. S9) , S^coPageN$T-±IB«aa 
(S2-S7) tm7**t. fffi?uV?L><0®m$i 

[0031] mc, i&wmitmzmi-fvrvh. 
to (omstittic-o^xtiffit** 

[0 0 3 2] 0 4 tt. ±E3WfcM»Ci5tf *IW5^D^9 

[00 3 3] miSSlAWpfc^7-*>U-b-y h-f 
5 (SI Skit. fXTLV-t-y hUfc (S 1 

2) &{C^ rt)S<0R0M/PR0M2 2©Vt7 h -X 
VhU • 7KUXfc»iKU ji-yb-^-^^iXF 
ffla**fr-r* (S 2 1 ) . fefc, ftfiUlOStticff & 

hMD' fcfPJSST*. 
JO [0 0 3 4] «fcHM>*yfe-S>. ^i'xX hMD 
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iX HMD' fc*\ (B^e-f) tfss^fs 

(S 2 2v S 2 4~S 31), ^LT, COgg^O^ 

it, m^mMZftT^*wm<D*v*-v - 

[00 3 5] ffcto^ Hrf^n^ZkicXbMtoAe 

*MH*©;«»*-S> - ?V v?xX HMD' tts SHIS?© 
[0 0 3 6] -2k ±E«»<0tSJR, WW*©*y*- 

■o1it&& (S 2 2, S 2 4. S3 2), ^D^i 

77L><Dnfi*{9±t% 0 MtU*© • ^-fv' 

xXhMDi:, ;*>y*-^- ^-^xXhiaa&O^-y 
-fe-SJ-^-f'S'xXhMD' k^HSU^oft^ 

[00 3 7] CKDidfC-TiiCtte^oTx l?V7<D 
"tUcFROM fOR OM £ R AM 

fc4W»fc*ra*LTl(l««ttT^S L S I fCfc^Ts 

«S$1S$S OHM) ORftfflUi&ahtSJltWTf*. 

[0 0 3 8] *ff7a?5Atf*«MT&ntf, ±B* 

.t^T, y*y«ai*-K • i^x**f£rt*e c© 
x * « ttSPftSS*- h te ** . 

[0 0 3 9] ±ESI««fc*J^T» SSfr^n^Atf* 
SHTCfcttfttf, &3RROM24. &SSRAM2 5, J* 

[0040] ±ia*a«w«\ %®<onwt Lxmrntz 
t> ±tznmmit. /<7-*>y** K&sfctifXT 

A'J-tr-y h^T-fe-^T, ^©flfrXW^Atfj^rf 
tc^±f § SlfTfWb^S t SUtT^ d f<5 A©& 
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[0041] ttomis. mfe<o$ifi7a?7ix*m& 

S>xXhT»fc.5»J6l$© ^^iXhtBi 

^Dy^A^Bi^ffla-r^m^ffla^stx ±ie«Hwa 
a^n/cHtfyo^vA©^^?., *v*~-i?*if4*j 

xX hjaasnfc^ -y-fe-i^ • ^i^xX hT^5IB2 
© ^ «y -fe- S? • £V S^x X h fcttttrT « m 2 CD ^ -y -fe- 
io s'«^s'xXhttW*«i, ±S3IB2©*-yfe-s>- 
#Vi>xX h t, ±828161$©;* -y >t-s? • 2V i>xx 

[0 0 4 2] *fc. ±13**00*, £B»tt©K9ifcl 
TiemtZt* ±?2f?J5(5Wi, /t7-*vy*ym* 
fcttS' Xf LV-tV t-tf$-3T« ^©fltTXW^ 

[0043] co^ Wife<0$ffi7v?7klt8m. 

jeo/*yic«*iitrtwwo^yfe-^' ^-<^ xx 

HMH&s^sfcx ±fBBi^ffla?nrcHfT^n^Ao 
^-y-t-^ • w-^xx hsaa^n/fc^'y-tr- 
i7 • ^-Yiyxx YxtbZftzoytvt-i? - ^^ix 

h %tttHf § $ 2 co p« y -fe- ^ • ^ -^x X b tttb# © 
t, ±f2S2^p«-y-fe-^-^^xXhi:, ±fBMH( 
^©^•y-fe-S? • ^^xX hfcJfeja-frf*^ y-tr-jy 

ia«ff 7*7 L>w?stmznx^ s t w«t « $a*y« 
®it5mttLx=iy¥a.-*z®m*t%rcit><D7ti 

5o 

[0 0 4 4] 

[%W©52&m] *«WfC*n»f, 1 -y ^©*fc FRO 
MfcRAMfc«a»i:««adUT1ll«?nT^*LS I 

so ztwibmzm+i* 
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[01] *RW©-*»MT»***fT7n^Z^«Bl 
[02] l&nmttctstfzttV-zyzfZTrsi-ft-Cio 

So 

[03] ±EH«&Wcfe^T, *fr^B^9Z»0«aW 

bpp i*«arr*i:#fc:fe»*»ff** , r7D-^+ 

[04] ±ESI*S«fc*»*SlfT^py5AOffl«»ff 
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[0 5] ftftfclfctfSBMJffll- 
P P 1 -*fr^D^9AO«WBElBs 

2 1 "fflaWs 

2 2-ROM/PROM, 

2 3-RAM, 

2 4-ttBROM, 

2 5-H1RAIK, 

2 e-MgttS^'JVIB. 
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[05] 
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